
 

 

Can MSPs judge their own cybersecurity? 
 
 
Can people judge how good they are at something? The science says no; we tend to overestimate 
our abilities when we’re not very skilled, and the experienced often underestimate their ability. 

This is the Dunning-Kruger effect, a psychological phenomenon that has been shown that we are 
often—but not always—bad at judging our own abilities. Psychologists have shown that it affects 
people, but what about organisations? What about, specifically, MSPs and their security? 

To find out, we asked MSPs to say how confident they were of their own security, and then asked 
them to perform a mini-audit based on the NIST framework. When asked to reflect on their security, 
would they reconsider their initial ratings? 

 

Rating 1 (Most confident) 2 3 4 (Least Confident) 

 20% 45% 21% 14% 

 

Most MSPs were confident of their security provision, with almost two thirds rating themselves in the 
top half of our scale. How did this compare with reality? 

Identify—We wanted to know if businesses knew everything that they needed to protect, and if the 
most important data and devices (aka the “crown jewels”) were identified and protected. This was the 
category where the answer provided matched closest with their self-perception of their overall 
cybersecurity stance. 
Dunning-Kruger rating: Low 

 

 

 

 

 



 

Protect—This is what most people commonly think of as cybersecurity. Are networks protected from 
attack? Is multi-factor authentication in use? Are employees being screened for risk? The businesses 
that rated themselves highest were less confident here. With vulnerabilities ever-changing, they 
perhaps see this area as one where they need to constantly improve. However, the lowest rated 
group were more confident here.  
Dunning-Kruger rating: Medium 

 Highest Rating    Lowest Rating 

Most confident 32.69 57.59 9.62 0 0 

 9.41 68.24 20 1.18 1.18 

 0 36.84 57.89 5 0 

Least confident 4 20 36 40 0 
 

 

Detect—Would businesses know if something was wrong? Can they spot unusual activity and 
vulnerabilities? What about unauthorized personnel, connections, devices, and software? Again, the 
most confident businesses were less confident here… but the least confident marked themselves 
higher—and in fact higher than any other category. 
Dunning-Kruger rating: High 

 Highest Rating    Lowest Rating 

Most confident 32.69 50 17.31 0 0 

 12.94 62.35 22.35 1.18 1.18 

 0 39.47 47.37 39.49 0 

Least confident 8 16 44 32 0 
 

 

Respond—Do people know what their roles are in a crisis? Are there processes in place to mitigate 
when things go wrong? Are new vulnerabilities mitigated? This part of cybersecurity is one of two that 
deals with things going wrong, and so is often overlooked. Across the board, businesses were 
confident in their ability to respond to a cybersecurity event, but the results suggested this is not top of 
mind when businesses are rating themselves. 
Dunning-Kruger rating: Medium 

 Highest Rating    Lowest Rating 

Most confident 32.96 51.92 13.46 1.92 0 

 24.71 60 12.94 2.35 0 

 5.26 42.11 44.74 7.89 0 

Least confident 12 28 32 28 0 
 

 

 



 

Recover—What happens after the worst happens? Is there a recovery plan in place? Across the 
board, businesses were confident in their ability to recover from cybersecurity event, communicating 
effectively to internal and external stakeholders, and seemed to match their perception of their 
cybersecurity programs. 
Dunning-Kruger rating: Low 

 Highest Rating    Lowest Rating 

Most confident 46.15 34.62 13.46 3.85 1.92 

 24.71 50.59 22.35 1.18 1.18 

 15.79 31.58 36.84 10.53 5.26 

Least confident 8 20 32 32 8 
 

Ultimately, what we found was that cybersecurity as a whole does not fit with the Dunning-Kruger 
effect. There are elements of security where MSPs can say with confidence how well they are doing. 
This is somewhat reassuring. 

But this is not universal across all of cybersecurity. Particularly in detecting threats, and secondarily in 
protecting against and  responding to those threats, there was some overestimation of cybersecurity 
preparedness. MSPs should take heed—how confident are they in their cybersecurity? And how 
confident should they be? 

 


